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The explosive growth of artificial intelligence has sparked unprecedented demand
worldwide for data center capacity, which provides the computing power to run advanced
Al applications. This expansion presents complex legal challenges and opportunities at the
intersection of computing infrastructure and power generation. This article observes key
legal issues that stakeholders should consider and navigate as they develop, grow, and
operate data centers and power infrastructure at a previously unprecedented pace.

Background

A little over two years ago on November 30, 2022, ChatGPT made its first appearance to
the general public.' Although research and development into artificial intelligence was
already well underway, the public release of ChatGPT was nothing short of a “big bang”
moment for the Al industry. In particular, public interest and financial investments in the
field of generative Al (GenAl)—the broad category of Large Language Models (LLMs) used
for text and content creation that includes ChatGPT and numerous competing chatbots—
has skyrocketed in the past two years. For example, The New York Times reported that
investors poured $27.1 billion into Al start-ups in the U.S. in the second quarter of 2024
alone, “accounting for nearly half of all U.S. start-up funding in that period.”?

Al models, in particular GenAl models that power ChatGPT and similar chatbots, are
trained with vast amounts of data.® These complex models require enormous computing
power, both during training and when processing user inquiries.* Such demand has driven
eye-popping growth not only at companies that provide computing hardware such as
graphic processing units (GPUs), but also the data centers that house and connect
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computing systems that power Al applications.® Indeed, McKinsey & Company predicts that
“[g]lobal demand for data center capacity could more than triple by 2030.”6

As a result, the race to grow data center capacity is accelerating. For instance, ChatGPT’s
creator OpenAl, Japanese investment firm SoftBank, and software giant Oracle are
planning a joint venture called Stargate, which plans to invest up to $500 billion in Al
infrastructure in the United States.” Boston Consulting Group reports that leading data
center players are readying a massive deployment of capital—$1.8 trillion from 2024 to
2030—to meet the surging global demand for computing power.8

But, like most technological advances, the anticipated explosion in Al won’t come without a
cost: it is also expected to drive rapid growth in energy consumption. According to the 2024
Data Center Usage Report by the Berkeley National Laboratory, data centers’ consumption
of electricity more than doubled from 1.9% of total U.S. electricity consumption in 2018 to
4.4% by 2023, largely driven by the increase of GPU-powered servers used for Al.° The
Berkeley report forecasts that data centers will demand between 6.7% to 12.0% of total
U.S. electricity by 2028.
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The U.S. government has also taken note. Shortly before leaving office, the Biden
administration signed an Executive Order aimed at “addressing the rapidly growing energy
needs of advanced Al datacenters,” which, among other things, ordered the Departments
of Defense and Energy to identify new sites for Al data center development.'®'" Then, on
their first day in office, the new Trump administration issued an Executive Order Declaring
a National Energy Emergency aimed at accelerating the permitting of oil, gas, and power
projects. 1213

In the coming decade, the rapid developments in Al, data centers, and power infrastructure
will birth new legal issues and test existing frameworks. These issues are already starting
to play out through regulation, legislation, and in the courts. This article does not attempt to
be a comprehensive analysis of all legal issues related to these developments. Instead, it
aims to identify several key areas for potential legal disputes that may affect clients
involved with the Al, data center, or power industries.

Financing, Land Use, and Power Acquisition

The rapid development of new data centers and power infrastructure will be accompanied
by a myriad of legal challenges, both known and new to these industries. For instance,
Jones Lang LaSalle reports that the U.S. market for colocation data center capacity has
doubled in just four years, construction continues at “an extraordinary pace,” and related
construction loan requests have surged.'* This breakneck pace in development,
construction, and financing will invariably cause existing bandwidths to reach capacity and
offer challenges which will create innovative opportunities for business and legal teams
supporting clients in these industries.

Given the increasing governmental interest in the development of these resources,®
stakeholders must adapt to new deal structures, regulations, and public scrutiny while
keeping pace with the rapid growth. For instance, the substantial upfront capital investment
required for data centers and power infrastructure has encouraged hybrid financing
structures that integrate debt financing, private equity, and strategic partnerships. While the
Al data center industry has so far found governmental and investor support, public and
regulatory scrutiny will remain.

Real estate challenges will include, for example, navigating jurisdiction-specific land use
and zoning requirements. While many jurisdictions welcome data centers’ economic
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benefits, local regulations often impose restrictions regarding facility siting, design, and
operation. Height restrictions, visual impact assessments, and noise ordinance compliance
can, for example, significantly impact facility design and operations. Furthermore, buffer
zone requirements may limit site selection options, particularly in urban areas. As an
example, the City Council for Atlanta—one of the hotspots for data center growth in the
U.S.—limited where data centers can be built around the city, as part of an effort to make
Atlanta more pedestrian-friendly.'® The ability to quickly adapt to these challenges will
require legal teams working with governmental agencies and the private sector to respond
with an increase in the use of intergovernmental agreements and public/private partnership
strategies.

Real estate site control efforts for data centers require careful attention to legal due
diligence that is beyond the physical asset—with a view toward critically analyzing the
capital expenditures (CapEx), operating expenses (OpEx), and rough order of magnitude
(ROM) indicators of a facility.!” Further, environmental site assessments need to address
historical and future contamination risks and potential liabilities, and compliance with real
estate laws and regulations is particularly important when securing necessary utility
corridors and access rights, which often involves negotiations with multiple property owners
and jurisdictions.

As discussed through this article, ensuring data centers are adequately powered provides a
whole set of challenges on its own. The imminent surge in power consumption by Al data
centers will not only push power generation, but also the delivery of power to these data
centers (i.e., grid interconnection). For instance, the massive power requirements of Al
data centers may necessitate substantial upgrades to local transmission infrastructure.’®
Legal frameworks governing cost allocation for these upgrades vary by jurisdiction,
requiring careful navigation of both federal (FERC) and state-level requirements.
Interconnection agreements will need to address technical requirements, operational
protocols, and liability allocation.

Other issues involving power generation include power purchase agreements (PPAs),
which has grown in recent years into a major factor in data center energy procurement
strategies.'® These complex long-term contracts, usually involving renewable energy
sources, require careful negotiation of terms governing supply reliability, pricing
mechanisms, and risk allocation. Regulatory approval requirements for large-scale power
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purchases add another layer of complexity.?° Existing schemes will also be challenged as
the current administration looks to boost domestic oil and gas production,?' and encourage
power plant development co-located with Al data centers.??

Environmental Compliance and Regulations

The environmental impact of data centers raises important legal considerations as these
facilities consume massive amounts of energy and resources and produce byproducts that
must be returned to the environment. In particular, data centers and power infrastructure
operators will need to navigate evolving environmental, social, and governance (ESG)
commitments, as well as consider regulatory and litigation risks.

For example, air pollution generated by data centers and power generation facilities
presents potential challenges. One particular issue concerns backup generator emissions.
Data centers typically maintain substantial diesel generator capacity for emergency power,
triggering complex air permit requirements and emission monitoring obligations.?®> As
climate policies evolve at the international,?* federal, state, and local levels, facilities will
need to navigate various reporting and regulatory obligations, as well as industry initiatives
committed to maintaining certain environmental goals, such as the Climate Neutral Data
Centre Pact.?®

Water usage and treatment present another set of potential environmental considerations.
Modern data centers require substantial water for cooling systems, leading to potential
conflicts over water rights and usage, as well as concerns relating to handling of waste
material. In addition, an estimated 20% of data centers in the United States rely on
watersheds that are already under moderate to high stress from drought and other
factors.?6 Data center operators, especially those in water stressed areas, must navigate
complex legal frameworks, often through state laws and regulations, governing water
allocation between competing stakeholders. For example, after years-long negotiations
with local groups raising concerns that aquifers were being depleted, a leading data center
operator agreed to monitor and control its use of groundwater to cool computer servers at a
data center in Berkeley County, South Carolina.?’

These challenges will be accompanied by a transformation in the power generation
infrastructure that will support the rapid development of new data centers or expansions of
existing ones. Although the electric power sector had experienced marked gains in water
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efficiency over the past decade driven by a transition towards cleaner sources of energy,
annual water withdrawals by the U.S. electric power sector remained around 50 trillion
gallons by 2021.2% As regulations are expected to be rolled back or relaxed in the current
federal administration, this trend may reverse, particularly as power generation
accompanies the growth in Al data centers.?®

Technology, International Trade, and Intellectual Property

McKinsey estimates that capital spending on procurement and installation of mechanical
and electrical systems for data centers is likely to exceed $250 billion by 2030.° Such
investments will drive innovation both domestically and abroad. The sourcing of these
technologies will both impact and be impacted by international trade issues, particularly as
trade policy has entered center stage in the early days of the new administration.3"

As Al companies push for more powerful hardware to improve the performance of their Al
models and reduce latency in processing user requests, suppliers of specialized
components—notably cutting-edge GPUs and other microprocessors—have become ever
more critical in the global technology ecosystem.3? Another expected area of growth will be
in the interconnections between computing resources, both within data centers and across
larger networks. In particular, data center growth is expected to drive renewed investments
and innovation in fiber optic technologies used in data center interconnections. 3334

These and other critical technologies often rely heavily on international supply chains.
Ensuring access to them often poses a strain on Al development and deployment.3® Data
center developers and other stakeholders will need to closely monitor geopolitical
developments as they may have significant impacts on the cost and speed of bringing data
center capacity online to feed resource-hungry Al models.

The economic growth and technological innovation that will be driven by data center and
power infrastructure investments may present opportunities for stakeholders to expand
their technical capabilities and intellectual property portfolios. Technology areas that have
been identified as ripe for innovation and growth include data center cooling technologies,
power management systems, server architectures, interconnectivity, and power generation
and delivery.3® In addition, proprietary data center designs and operations may be
attractive for trade secret protection. And this does not even include innovations in the
actual Al technology driving the boom.

CHICAGO | SAN FRANCISCO | NEW YORK | ANN ARBOR | LOS ANGELES / IRVINE Page | 6
© 2025 Riley Safer Holmes & Cancila LLP. ATTORNEY ADVERTISING



Riley Safer Holmes & Cancila LLP

Insight

Stakeholders looking to capitalize on IP protection for their innovations in this space will not
only need to address traditional questions involving IP law, but also consider the
relationships between the various parties in a venture.3” For example, the kind of large-
scale, multi-party projects that could drive the growth in these fields in the coming decade
will invariably involve complex agreements and commitments, and often sharing of
confidential information and trade secrets. Such relationships may implicate cross-
licensing, co-ownership, and joint-liability obligations, as well as spawn litigation when
things don’t work out.

Physical, Cyber, and Information Security

As artificial intelligence transforms the technology landscape, data centers will face
heightened pressure to boost security measures, particularly in facilities handling sensitive
Al workloads and the personnel that access them. This challenge is compounded by
evolving compliance requirements, increasing cyber threats, and complex international
data protection regulations. For example, the recent launch of ChatGPT Enterprise
Government Edition highlights the growing intersection between Al capabilities and
government operations, necessitating enhanced security protocols and potentially
implicating security clearance requirements.3®

At the most basic level, physical security breaches remain a significant, but sometimes
overlooked, concern for data centers, often serving as entry points for security
compromises.3® While organizations frequently focus on cybersecurity measures, physical
vulnerabilities can also provide attackers with direct access to critical infrastructure. Data
center facilities must adhere to critical infrastructure protection standards while managing
the unique risks associated with Al systems.4® Compliance with such standards has
become increasingly complex, requiring data centers to implement comprehensive
sophisticated security protocols encompassing multiple layers of protection which often
include:

e Access Control Systems: Multi-factor authentication, biometric verification, and
sophisticated visitor management systems have become standard security
measures. These systems often track and verify personnel entering sensitive areas
while maintaining detailed access logs. Relatedly, the collection of biometric
information has spawned a hotbed of litigation under state statutes such as lllinois
Biometric Information Privacy Act (“BIPA”).4!
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e Employee Clearances: As data centers handle more sensitive information, employee
vetting has become more rigorous. Background checks, security clearances, and
ongoing monitoring of personnel have become crucial components of security
protocols, particularly as collaborations grow between Al vendors and the U.S.
Government.

e Continuous Monitoring: Advanced surveillance systems, environmental monitoring,
and real-time security alerts are often essential for maintaining facility integrity and
responding to potential threats. However, operators and security teams should
ensure compliance with privacy laws and regulations and workers’ rights.

Careful attention to data center security measures will be ever more critical as significant
data breaches have made headlines on a seemingly increasing basis. For instance, a
recent cyber attack on an Indonesian data center exemplifies the growing sophistication of
attacks.*> Furthermore, even if a security breach does not compromise sensitive
information, data center downtime can be extremely costly to operators and organizations
that use those data center resources.*® Cyber security teams should work closely with legal
counsel to anticipate and protect against potential fines and other liability that might stem
from service interruptions and security compromises.

Of course, the complexity of data center security extends beyond physical and cyber
protection to encompass data security and privacy. Potential issues include managing
cross-border data flow restrictions, which often require specific security measures and data
localization requirements,* and complying with privacy regulations such as the General
Data Protection Regulation (GDPR) and similar privacy laws worldwide that impose
requirements on data handling and protection. Given Al's growing prevalence in handling
sensitive personal and commercial information, data center operators must ensure their
physical, cyber, and data security practices are ready to meet the demands of the booming
Al industry, as well as understand the related legal requirements and risks.

Community Impact

The potential impacts of the ongoing expansion in data centers and power infrastructure
are too nuanced to discuss comprehensively in the confines of this article. While these
developments will certainly boost economic and developmental activity in various
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communities, they will also raise significant legal issues that will need to be addressed
through negotiations, governmental actions, and, inevitably, litigation.

For example, the growing appetite for power by expanding data centers could exacerbate
legal concerns relating to access to power. Reuters recently reported that, according to the
North American Electric Reliability Corporation, “[albout half of the United States is at
increased risk of power supply shortfalls in the next decade that could lead to outages and
electricity conservation measures.”® Disputes stemming from the rising demand in
electricity may be played out at multiple levels, including federal agencies such as the
Federal Energy Regulatory Commission (FERC) and the various states. For instance,
Georgia, one of the hotbeds for data center development, has seen significant political
activity on these issues. The Georgia Public Service Commission, which regulates
electricity rates in the state, recently approved changes to the leading utility’s rules and
contract provisions aimed at relieving residential customers from the cost of adding new
large-scale data centers to the existing grid.*® Players in the data center and power
industries should be prepared to engage with regulators and other governmental entities in
this quickly developing environment.

The relationship between data centers and local communities often begins with
redevelopment agreements and economic development agreements that carry significant
legal implications and obligations on the part of the stakeholders. These agreements can
include tax incentives,*’ job creation requirements, use of local workforce and workforce
training programs, and infrastructure development obligations.*® While these agreements
can bring substantial benefits to communities, they also create complex legal obligations
that data center operators must carefully manage. In particular, tax incentives for data
center development can be controversial, leading to heightened scrutiny of compliance with
agreement terms and the delivery of promised community benefits.® Operators who enter
into such agreements should be prepared to integrate those commitments into their
operations and subcontracting practices and to adopt a workable community engagement
strategic plan.

Finally, as data centers become even more prevalent in the coming years, communities
may raise various environmental and quality-of-life concerns, leading to legal challenges.
Such claims may include, but not be limited to, nuisance claims focusing on noise and light
pollution caused by the continuous operation of large-scale equipment; property value and
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community impact claims in attempts to stop data center construction;®%%" and
environmental claims, such as concerns regarding groundwater and soil impacts,® as well
as issues stemming from power generation that support data centers.

Successful navigation of these challenges will require careful attention to evolving legal
requirements and proactive engagement with community stakeholders. Data center
operators, and stakeholders in the power industry supporting data centers, should be
prepared to address these issues in their development planning and ongoing operations.

Looking Ahead

The intersection of Al-driven data centers and power infrastructure growth presents
complex legal challenges requiring careful attention from facility developers and operators.
Success in this booming landscape will require proactive engagement with regulatory
compliance, community investment, and emerging technologies. As Al continues to drive
demand for computing capacity, the legal considerations discussed in this article could play
an increasingly important role in facility development and operation strategies.

To address these challenges, organizations should take a comprehensive approach
including engaging early with regulators, communities, and other stakeholders to develop
sustainable solutions. Regular review and updating of due diligence programs, compliance
protocols, litigation-preparedness strategies, and even insurance coverage will be essential
as legal frameworks continue to evolve in response to technological transformations and
environmental concerns. Organizations that monitor and proactively address these
challenges will be better positioned to succeed in this dynamic environment.
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